The Expanding Battleground: America's
Secret Spy War With China

In the digital age, espionage has taken on a new form. In a rapidly changing
world, where information is power, nations engage in covert operations to gain
the upper hand. America has long been aware of the threat posed by China’s
growing power, especially in the realm of cyber operations. What lies beneath the
surface is a secret spy war that has been raging between these two powerful

nations.

China's rise as a global superpower has been met with skepticism and caution
from the United States. While economic and political tensions have often been in
the spotlight, it is in the realm of espionage that the true rivalry plays out. The
world has witnessed an escalating battle between the two nations, each vying for

a technological and informational advantage.

The secrets China seeks are not limited to just military or government
intelligence. They span across all sectors, including defense technology,
intellectual property, economic strategies, and decisions made in the boardrooms
of American corporations. American companies have been targeted for their
innovative ideas and cutting-edge technologies, fueling China's ambitions to

become a global tech leader.
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To gain the upper hand in this spy war, both governments have invested heavily

in cyber capabilities. Sophisticated cyber units have been established to infiltrate
each other's networks, stealing information and disrupting crucial systems. The
use of zero-day exploits, malware, and social engineering techniques has

become commonplace as each nation tries to outwit the other.

One of the most notorious cyber operations orchestrated by China was the 2015
U.S. Office of Personnel Management (OPM) breach. In what is considered one
of the largest hacks in history, Chinese hackers gained access to sensitive
records of over 22 million federal employees and contractors. The stolen
information provided China with a wealth of personal and classified data, which

could be used for various nefarious purposes.

America, too, has been actively engaged in espionage activities against China.
Through a covert program dubbed "Operation Aurora," the United States has
targeted Chinese military and commercial entities linked to cyber espionage. The
goal is to disrupt China's growing cyber capabilities and retaliate against their
acts of economic espionage. Such clandestine operations serve as a deterrent, a
message that America will not tolerate the theft of its intellectual property and

national security secrets.
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However, the battle extends beyond the realm of cyberspace. China has been
accused of executing various elaborate schemes to penetrate American
institutions and recruit spies within them. The Chinese government has been
known to exploit cultural exchange programs, academic collaborations, and
corporate business ventures as avenues for espionage. The goal is to gain

access to sensitive information while maintaining plausible deniability.

A prominent example of China's efforts to infiltrate American institutions came to
light in 2018. A Stanford University researcher was arrested and charged with
lying to the U.S. authorities about her connections to the Chinese military. This
incident shed light on the broader issue of Chinese intelligence agencies
leveraging academia to acquire advanced technological knowledge and strategic

insights.

While both countries engage in espionage activities, the playing field is far from
level. China benefits from its authoritarian regime, allowing it to execute these
operations without fear of public scrutiny or legal consequences. The United
States, on the other hand, operates within a framework of democratic

accountability and transparency, which can often hinder its covert operations.

The spy war between America and China is emblematic of a larger power
struggle, one that extends beyond national borders. With cyber capabilities
becoming increasingly essential to economic, military, and political dominance,
the stakes are higher than ever. The race for technological advancements and
innovation fuels the desire to gain an edge, motivating both nations to engage in

covert operations.

As the world grapples with the implications of this secret spy war, it becomes
clear that the relationship between America and China is a complex web of

competition, collaboration, and suspicion. The battle for supremacy, waged in the



shadows, will continue to shape the course of international relations and redefine

the rules of engagement.
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“A stunningly detailed history . . . from sexy socialite double agents to ‘Kill
switches’ implanted offshore in the computer chips for our electric grid” (R. James

Woolsey, former director of Central Intelligence).

For decades, while America obsessed over Soviet spies, China quietly penetrated
the highest levels of government. Now, for the first time, based on numerous
interviews with key insiders at the FBI and CIA as well as with Chinese agents
and people close to them, David Wise tells the full story of China’s many victories

and defeats in its American spy wars.

Two key cases interweave throughout: Katrina Leung, code-named Parlor Maid,
worked for the FBI for years even after she became a secret double agent for
China, aided by love affairs with both of her FBI handlers. Here, 00, is the inside

story of the case, code-named Tiger Trap, of a key Chinese-American scientist
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suspected of stealing nuclear weapons secrets.

These two cases led to many others, involving famous names from Wen Ho Lee
to Richard Nixon, stunning national security leaks, sophisticated cyberspying, and
a West Coast spy ring whose members were sentenced in 2010. As concerns
swirl about US-China relations and the challenges faced by our intelligence
community, Tiger Trap provides an important overview from “America’s premier

writer on espionage” (The Washington Post Book World).

“Wise’s is sobering—China’s spying on America is ongoing, current, and shows
no signs of diminishing—and his book is a fascinating history of Chinese

espionage.” —Publishers Weekly

“A fact-filled inside account, with sources named and no one spared.” —Seymour
M. Hersh
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